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Configuring Cross-Farm
Services in SharePoint 2010

In this presentation, you will learn to:
Understand the Service Application Architecture
Understand key Concepts
Understand Service Federation and how it works
Provision a Hosted Environment
Provision a Consuming Environment
Test the Federated Service Environment
Troubleshoot the Federated Service Environment
Set up the Lab Environment

Microsoft has made a number of investments in how SharePoint provides and
consumes services. In ShareP@007 we had a number of services available to us in
what was known as the Shared Service Provider (SSP). While the SSP was a great step
forward from what we had in SharePoint 2003, it did offer several challefges.
primary issue witlthe 2007 architecture wé#hat it was an all or nothing sort of
configuration. Web apps were tied to a specific SSPcanttl not consume servicesa
selective manner. If the SSP had both Search and Excel Service configured, any
SharePoint Web application that consumed EnteedBeearch, also had access to Excel
Services. The SSP architecture wasnobot exte
our own services using the same SSP infrastructure. Finally, and most importantly, at
least for the sake of this topic, configugiservices crosiarm in SharePoint 2007 was
difficult.

The new SharePoint 2010 Service Architecture has addressed all of these issues.

To make sure that the information provided is useful to everyone, we will start
with the Service Application architecte and build our way up to the crdasm or
Federated Servicesalable to us in SharePoint 2010



Understand the Service Application
Architecture

Prior to diving into how to get services to communicate across SharePoint farm
boundaries, it is importatd understand the components aadvies that make it
possible. Here are some of the key characteristics of the Service Application architecture:

Services can be consumed fAa |l a carteo
The service architecture is extensible

Services are supported on SHo@t Foundation

Services can be scaled out

Services can be resiliehtedundant

Services can be Federated

Unlike services in SharePoint 200/e now can decide which SharePoint Web
applications consume our services. We aréonger tiedto the boxed irBhared Service
Provider and can pick and choose our appropriate architectures.

The Service Application architecture is nhow extensible, meaning we are able to
build our own custom services. This can save a tremendous amount of time, money, and
resources sice we can deploy custom solutions that can operate cross Site Collection or
even SharePoint Web Application.

SharePoint 2010 doesndét provide any ser
Foundation but the infrastructure is there to support them and sweckave already
discussed how extensible the new architecture is, we can build our own services and use
them in SharePoint Foundation.

The new Service Application architecture allows us to spread the load amongst
several servers allowing our designs toarthe appropriate load put on them.

Of the many services we are going to discuss throughout this document, one of the
most revamped is Enterprise Search. In SharePoint 2007, the Index Server was a single
point of failure. In SharePoint 2010, we can haue Search Crawl services span several
servers, so that if one fails, we have redundancy and our system continues to operate as
expected.

Services can now be shared across farm boundaries. This allows us to consolidate
services that we want to share intsiagle farm while still allowing us to provide
services to a number of consumers.



In the next section, we will break down the key concepts of the Service
Application architecture and examine how a service works.

Understand Key Concepts

The term Service Aplication has been overused and makes it difficult for people
to understand where each of the composkve and how they functionlo really get a
handle on what is happening behind the scenes, there are a couple of key concepts that
we have to explorelhey include:

Service

Service Machine Instance
Service Application
Service Application Proxy
Service Consumer
Service Proxy Groups

The termServicesimply refers to the application binaries that are deployed to the
servers in the farm.

The Service Machie Instances the actual instance of the service running on the
server.

The termService Applicatiomlescribes a logical compondhatcontains the
configuration and management of the service like the service application information and
the database coaation string.

The Service Application Proxig the interface thas used by the service
consumers for comnmmicating with the service aridhows how to talk to the load
balancer, so that the consumer knows which server to contact and how to consume the
actual service. It is important to note that the Service Application Proxy itself is not a
web service or WCF proxy.

The Service Consumas any application or service that consumes the service.

Service Proxy Groupsllow us to group our Service Applicatioasd associate
them to specific Web applications.

Services can be deployed in a variety of ways, namely through the Configuration
Wizard, Central Administration, or PowerShell. The Configuration Wizard will configure
many of the services with their defaudilues and should not be used for production



environmens. There are many services that should be configured manually to ensure
success.

In Central Administration, shown in Figure fve have the option to configure
several of the services by populatingd®associated with therivhile we have a little
more control than we do with the Farm Configuration Wizard, most SharePoint
Professionals will opt to use PowerShell
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Figure 1- New Services using Central Administration

PowerShell will give us the most ol over our environment, but many of the
Service Applications can be tricky in setting up. To get a detailed level of understanding
on how to provision the various SharePoint Services using PowerShell, refer to
Automating SharePoint 2010 with PowerSi2ell written by Shannon Bray and Gary
Lapointe.

When we configure our SharePoint farms, we get two services created
automatically. These services are key components for how the services work. These

services include:

Application Discovery and Load Balancgervice Application
Security Token Service Application



Service Applications must expose a web end point, since all of their
communications take place over HTTRtSs also important to know that Service
Applications communicate ov8iCP ports 32843 an82844. Custom Service
Applicatiors typically useport 32845.

Understand Service Federation and
how It Works

Farm B — published content Farm C — company collaboration farm

Farm D — specialized department farm
only (no services)
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Figure 2- Enterprise Services Farm

Now that you have a good understanding
take a look at th ones thatugpport federation:

Search

User Profiles

Managed Metadata

Business Connectivity Services
Secure Store

Web Analytics



NOTE - Service Applications Across a WAN

There are a number of services that are supported across a WAN. They include: Search,
Managed Meddata, Business Data Connectivity, User Profile, and Secure Store. While
they are supported, only Search and Managed Metadata are recommended. In a WAN
environment, Search will have an increase in latency while crawling. BCS will
experience slow first timbits before the data gets cached. The User Profile service has
the User Profile Replication Engine, so working across a WAN is not recommended.
Secure Store introduces latency for applications using it.

Build an Enterprise and Consumer
Farm

NOTE - Lab Environment
Pl ease see ASet up the Lab Environmento | a
of how the virtual machines where created to support this demonstration.

We will be creating two farms. One will host our enterpsisevicesthe other will
host our Content Web applications. We will be creating both of these farms from scratch
and each step will be outlined so that you are armed with the necessary knowledge to
federate services in any environment. Our two farms will both be within the same
domain, but can easily be built across domains as well. We will discuss this in more
detail later in the presentation. Since we will be using the same domain, we can build our
demo with four servers: TechEBD, TechEDSQL, TechEdServices, and TechE8P.

We will first begin by creating the appropriate accounts in Active Directory. The
accounts we care about are as follows: spFarm, spServices, spContent, spCrawl, spUPS,
and spC2WTS. To expedite the process, we will add accounts using PowerShell from one
of our SharePoint farms; see Code Ligtl for more details. It is important to note that
these accounts will be created in the Managed Service Accounts OU, so if you are not
starting off with Windows Server 2008 R2, you will need to change the CN location in
the scripts below.

Code Listing 1- Add SharePoint Account to Active Directory

$domainName = $env:USERDOMAIN

$LDAP = "LDAP://ICN=Managed Service Accounts,DC=$domainName, DC=local"
$0bjCN = [ ADSI] $LDAP

$objUser = $objCN .Create( "user" , "CN=SharePoint Services ")
$objUser .Put( "sAMAccountName" , "spServices" )

$objUser .Setinfo()

$objUser .psbase.invokeset( "AccountDisabled" , "False" )
$objUser .SetPassword( “"pass@wordl" )

$objUser .setinfo()



$domainName = $env:USERDOMAIN

$LDAP = "LDAP://ICN=Managed Service Accounts,DC=$do mainName, DC=local"
$objCN = [ ADSI] $LDAP

$objUser = $0bjCN .Create( "user" , "CN=SharePoint Content" )

$objUser .Put( "sAMAccountName" , "spContent” )

$objUser .Setinfo()

$objUser .pshase.invokeset( "AccountDisabled" , "False" )

$objUser .SetPassword( “"pass@wordl” )

$objUs er .setinfo()

$domainName = $env:USERDOMAIN

$LDAP = "LDAP://ICN=Managed Service Accounts,DC=$domainName, DC=local"
$objCN = [ ADSI] $LDAP

$objUser = $objCN .Create( "user" , "CN=SharePoint Search Crawl" )
$objUser .Put( "sAMAccountName" , "spCrawl" )

$objUser .Setinfo()

$objUser .pshase.invokeset( "AccountDisabled" , "False" )
$objUser .SetPassword( “"pass@wordl" )

$objUser .setinfo()

$domainName = $env:USERDOMAIN

$LDAP = "LDAP://ICN=Managed Service Accounts,DC=$domainName, DC=local"
$0bjCN = [ ADSI] $LDAP

$objUser = $objCN .Create ("user" , "CN=SharePoint User Profile Services Sync"
$objUser .Put( "sAMAccountName" , "spUPS")

$objUser .Setinfo()

$objUser .psbase.invokeset( "AccountDisabled" , "False" )

$objUser .SetPassword( “"pass@wordl” )

$objUser .setinfo()

$domainName = $env:USERDOMAIN

$LDAP = "LDAP://ICN=Managed Service Accounts,DC=$domainName, DC=local"
$objCN = [ ADSI] $LDAP

$objUser = $objCN .Create( "user" , "CN=SharePoint C2WTS" )
$objUser .Put( "sAMAccountName" , "spC2WTS")

$objUser .Setinfo()

$objUser .pshase.invokeset( "AccountDisabled" , "False" )
$objUser .SetPassword( “"pass@wordl" )

$objUser .setinfo()

$domainName = $env:USERDOMAIN

$LDAP = "LDAP://ICN=Managed Service Accounts,DC=$domainName, DC=local"
$objCN = [ ADSI] $LDAP

$objUser = $objCN .Create( "user" , "CN=SharePoint Farm" )
$objUser .Put( "sAMAccountNam e", "spFarm" )

$objUser .Setinfo()

$objUser .psbase.invokeset( "AccountDisabled" , "False" )
$objUser .SetPassword( "pass@wordl" )

$objUser .setinfo()



Build an Enterprise Services Farm

Now that we have the accounts set up, we will focus our attention to the
Enterpises Services environment. For the sake of this demonstration, we will configure
our Farm to include only the services that support federatidrthat can be quickly
provisioned (Managed Metadata, BCS, Secure Stdmegreate our Enterprise Services
envronment, we will rely on PowerShell to help with the heavy lifting. This is important
because it ensures consistency and should leave us in a know@sthdisting 2 will
build thefarm; we will provision the services shortly.

Code Listing 2- Build the Enterprise Farm

Add- PSSnapin  Microsoft.SharePoint.Powershell -EAOQ
# Settings
$databaseServer "TECHED SQL"

$configDatabase
$adminContentDB

"Enterprise_Farm_Config"
"Enterprise_Farm_Content_Admin"

$passphrase = "pass@wordl"

$farmAccountName = "TECHED spfarm"

$farmAccount = Get- Credential $farmAccountName

$passphrase = (ConveriTo - SecureString $passphrase - AsPlainText - force )

#will error, but fix the regkey...

psconfig.exe - cmd upgrade
Write - Host "Creating Configuration Database and Central Adm in Content
Database..."
New SPConfigurationDatabase - DatabaseServer  $databaseServer - DatabaseName
$configDatabase

- AdministrationContentDatabaseName $adminContentDB

- Passphrase  $passphrase - FarmCredentials $farmAccount

$spfarm = Get- SPFarm - ErrorAction SilentlyContinue - ErrorVariable err
if ($spfarm -eq $null  -or S$err ){
throw "Unable to verify farm creation."

}

Write - Host "ACLing SharePoint Resources..."
Initialize - SPResourceSecurity

Write - Host “Installing Services ..."

Install - SPService

Write - Host "Installing Features..."

Install - SPFeature - AllExistingFeatures

Write - Host  "Creating Central Administration..."
New SPCentralAdministration - Port 2010 - WindowsAuthProvider NTLM

Write - Host  "Installing Help..."

Instal | - SPHelpCollection - All

Write - Host "Installing Application Content..."
Install - SPApplicationContent



Write - Host "Enterprise Farm Creation Complete!"

Build a Consumer Farm

The script for the consumer farm will be similar to the previous section.
Code Listing 3- Build the ConsumerFarm.

Add- PSSnapin  Microsoft.SharePoint.Powershell -EAO
# Settings

$databaseServer = "TECHED SQL"

$configDatabase = "Consumer_Farm_Config"
$adminContentDB = "Consumer_Farm_Content_Admin"
$passphrase = "pass@wordl1"

$farm AccountName = "TECHED spfarm”

$farmAccount = Get- Credential $farmAccountName
$passphrase = (ConveriTo - SecureString $passphrase - AsPlainText - force )

#will error, but fix the regkey...

psconfig.exe - cmd upgrade
Write - Host "Creating Configuration Databa se and Central Admin Content
Database..."
New SPConfigurationDatabase - DatabaseServer  $databaseServer - DatabaseName
$configDatabase

- AdministrationContentDatabaseName $adminContentDB

- Passphrase  $passphrase - FarmCredentials $farmAccount

$spfarm = Get- SPFarm - ErrorAction SilentlyContinue - ErrorVariable err
if ($spfarm -eq $null  -or Serr ){
throw "Unable to verify farm creation."

}

Write - Host "ACLing SharePoint Resources..."
Initialize - SPResourceSecurity

Write - Host "Installing Se rvices ..."
Install - SPService

Write - Host "Installing Features..."

Install - SPFeature - AllExistingFeatures

Write - Host "Creating Central Administration..."
New SPCentralAdministration - Port 2010 - WindowsAuthProvider NTLM

Write - Host “Install ing Help..."

Install - SPHelpCollection - All

Write - Host "Installing Application Content..."
Install - SPApplicationContent

Write - Host  "Consumer Farm Creation Complete!"



Provision an Enterprise Services Environment

We will now create a number of sergs that we intend to share with another
farm. As mentioned earlier, there are six services that céetbeatedye will build a
couple of these here so that we have something to build.

Code Listing 4- Provision Enterprise Services
Add- PSSnapin Micros oft.SharePoint.Powershell -EAO

# App Pools
$saAppPoolName = "SharePoint Web Services Default"
$saAppPoolUserName = "TECHED spservices"

# Service Application and DB names

$stateName = "Enterprise Farm State Service"

$stateDBName = "Enterprise_Farm_State Service"

$usageName = "Enterprise Farm Usage and Health Data Collection Service"
$usageDBName = "Enterprise_Farm_Usage"

# Create Managed Accounts and Application Pools
# Service Apps

Write - Host "Please supply the password for the $saAppPoolUserName Accoun t.."
$appPoolCred = Get- Credential $saAppPoolUserName

$saAppPoolAccount = New SPManagedAccount - Credential $appPoolCred
$saAppPool = New SPServiceApplicationPool - Name $saAppPoolName - Account
$saAppPoolAccount

# Create State Service Application and Proxy , and add to default proxy group

Write - Host "Creating $stateName Application and Proxy..."

$stateDB = New SPStateServiceDatabase - Name $stateDBName

$state = New SPStateServiceApplication - Name $stateName - Database $stateDB
New SPStateServiceApplicationProx y - Name "$stateName Proxy" -
ServiceApplication $state - DefaultProxyGroup

# Setup the Usage Service App

Write - Host "Creating $usageName Application and Proxy..."

$servicelnstance = Get- SPUsageService

New SPUsageApplication - Name $usageName - DatabaseName $usageDBName -
UsageService  $servicelnstance

# app pool
$saAppPoolName = "SharePoint Web Services Default"
$appPoolUserName = "TECHED. spServices"

# Gets app pool or quits

Write - Host  "Getting Application Pool..."

$saAppPool = Get- SPServiceApplicationPool -l dentity  $saAppPoolName -EAO
if ($saAppPool -eq $null )

{

Write - Host "Cannot find the Application Pool $appPoolName, please ensure
it exists before continuing."
Exit -1



}

# MMS specifics

$mmsinstanceName = "MetadataWebServicelnstance"
$mmsName= "E nterprise Farm Managed Metadata Service"
$mmsDBName= "Enterprise_Farm_Managed_Metadata"

# Sets up Managed Metadata service instance & service app and proxy
Write - Host "Creating $mmsName Application & proxy..."

$mms = New SPMetadataServiceApplication - Name $mmsName- ApplicationPool
$saAppPoolName - DatabaseName $mmsDBName

$proxy = New SPMetadataServiceApplicationProxy - Name "$mmsName Proxy" -
ServiceApplication $mms - DefaultProxyGroup

Write - Host "Starting the $mmslInstanceName..."

Get - SPServicelnstance | where {$_.GetType().Name -eq $mmsinstanceName } |

Start - SPServicelnstance
Write - Host "Enterprise MMS Complete!"

# BDC specifics

$bdcinstanceName = "Business Data Connectivity Service"
$bdcName = "Enterprise Farm Business Data Connectivity Service"
$bdcDBName = "Enterprise_Farm_BDC"

# Sets up Business Data Connectivity Service Application and Proxy and

Service Instance

Write - Host  "Creating $bdclinstanceName Application and Proxy..."

$bdc = New SPBusinessDataCatalogServiceApplication - Name $bhdcName -
ApplicationPo ol $saAppPoolName - DatabaseName $bdcDBName

Write - Host "Starting the $bdcinstanceName Instance...”

Get - SPServicelnstance | where - object  {$_.TypeName -eq $bdcinstanceName }|
Start - SPServicelnstance

Write - Host  "Enterprise BDC Complete!"

# SSS Specifics

$sssl nstanceName = "Secure Store Service"
$serverName = "TechED - Services"

$sssName = "Enterprise Farm Secure Store Service"
$sssDBName = "Enterprise_Farm_SecureStore"

# Sets up Secure Store Service Application & Proxy and Service Instance
Write - Host "Creating $sssName Application & Proxy..."

$sss = New SPSecureStoreServiceApplication - Name $sssName - ApplicationPool
$saAppPoolName - DatabaseName $sssDBName - auditingEnabled: $true -
auditlogmaxsize 30 - Sharing:  $false

$proxy = New SPSecureStoreServiceApplicationProxy - Name "$sssName Proxy" -
ServiceApplication $sss - DefaultProxyGroup

Write - Host "Starting the $sssinstanceName Instance..."

$sssinstance = Get- SPServicelnstance | where - object {$_.TypeName -eq "Secure
Store Service" -and $_.Server.Address -eq S$serverName }| Start -

SPServicelnstance
Write - Host  "Enterprise SSS Complete!"



Provision a Consuming Environment

All of the heavy | ifting for the Publis
focus on the farm that will use the Enterprise Services. We can create\daogsshere
that we wish, the most important piece to understand is that we can consume services
from another farm and rely on that farm to provide those resources.

In our Consumer Farm, we will also be provisioning a SharePoint Content Web
application tlat can be used to demonstrate the use of our Enterprise Services.

# App Pools
$saAppPoolName = "SharePoint Web Services Default"
$saAppPoolUserName = "TECHED spservices"

$waAppPoolName = "SharePoint Content"
$waAppPoolUserName = "TECHED spcontent"

# Web App details

$mainURL = "http:/fteched - sp"

$webAppName = "TechED Consumer"

$contentDBName = "Consumer_Farm_Content_Web_Application"

# Root Site Collection details

$ownerEmail = "administrator@teched.com"
$ownerAlias = "TECHED administrator"
# Web app

Wite - Host "Please supply the password for the $waAppPoolUserName Account..."
$appPoolCred = Get- Credential $waAppPoolUserName

$waAppPoolAccount = New SPManagedAccount - Credential $appPoolCred

<# Create a new Web App using Claims (Windows (NTLM))

#>

$authP rovider = New SPAuthenticationProvider

$webApp = New SPWebApplication - ApplicationPool $waAppPoolName -
ApplicationPoolAccount $waAppPoolAccount - Name $webAppName - Port 80 -
AuthenticationProvider $authProvider - DatabaseName $contentDBName

# Set sensible co ntent db limits

Set - SPContentDatabase  $contentDBName - MaxSiteCount 50 - WarningSiteCount 30
<# Create Site Collection at root

#>
New SPSite - Url $mainURL - owneralias $ownerAlias -ownerEmail  $ownerEmail

Write - Host  "WebApp Complete!"



Configuring the Certificates

OQur Farms are compl ete. |l tds now t i me
to share with our Consumer. This will be done in a number of steps:

Create a certificate on the Enterprise Farm
Create certificates on the Consumer Farm
Swap the Ceificates

Import the Certificates on the Enterprise Farm
Import the Certificate on the Consumer Farm

Create a Certificate on the Enterprise Farm

We will first need to export our Root certificate from the Enterprise Farm. To do
this we will first create aath where we want to export our certificate to. After our path
has been confirmed, we will use the &#tCertificate Authority cmdlet to export the
certificate for our farm.

# Add - PSSnapin Microsoft.SharePoint.Powershell -EAO
$path = "C: \ Certs"

# Test and Create Path
If(( $path ) -eq $false )

[ 10.Directory  ]:: CreateDirectory ("$path" )
}

# Export Cert

$rootCert = (Get - SPCertificateAuthority).RootCertificate
$rootCert .Export( "Cert" )|
"C: \ Certs \ EnterpriseServicesRootCert.cer" byte

Create a Certificate on the Consumer Farm

On the Consumer Farm, we not only need to export the Root certificate, but also a
Secure Token Service (STS) certificate as well. Ttierlaan be exported by using the
GetSPSecurityTokenServiceConfigndlet.

To ease this process, we will also get the Farm ID for our Consumer Farm and
create a text file with it. The Farm ID will need to be added to the Publishing permissions
on the Enterprise Farm so that we can access our services. To see hawkthiseview



the Testing and Troubleshooting portion of this document. This demonstration is
specificallydesigned to omit this part so that we can discuss common issues.

# Add - PSSnapin Microsoft.SharePoint.Powershell -EAO

$publisher = "TECHED Services"
$consumer = "TECHED SP"
$path = "C: \ Certs"

# Test and Create Path
If (( test -path $path ) -eq $false )

[ 10.Directory  ]:: CreateDirectory ("$path" )
}

# Run the following to export the necessary certificates on the consumer farm

toc: \temp on the server:

$ro otCert = (Get - SPCertificateAuthority).RootCertificate

$rootCert .Export( "Cert" )| Set-Content "C: \Certs \IntranetRootCert.cer" -
Encoding byte

$stsCert = (Get -
SPSecurityTokenServiceConfig).LocalLoginProvider.SigningCertificate

$stsCert  .Export( "Cert" )| Set-Content "C: \Certs \ IntranetSTSCert.cer"
Encoding byte

#0n the consumer farm, run the following command to get the id of the

consumer farm:

$farmID = (Get - SPFarm).ld

New ltem C:\ Certs \ IntranetConsumerFarmID.txt -type file -force -value
"$farmiD"

#0n the ¢ onsumer farm, run the following command to copy the
IntranetConsumerFarmID.txt to the publisher farm

Copy- Iltem \\ $consumer \ c¢$\ Certs \ IntranetConsumerFarmID.txt

\'\ $publisher \c$\ Certs

Swap the certs

We now have the certificates we need from both farms. Wenamw use the
Copy-ltem cmdlet to take the EnterpriseServicesRootCert.cer and copy it to the
Consumer Farm. We then will need to copy the IntranetRootCert and IntranetSTSCert
certificates to the Enterprise Farm.

$publisher = "TECHED Services"

$cconsumer = "TECHED SP"

# Copy to Consumer

Copy- Item \\ $publisher \ c$\ Certs \ EnterpriseServicesRootCert.cer

\'\ $cconsumer \ c$\ Certs

Copy- Iltem \\ $cconsumer \ c$\ Certs \ IntranetRootCert.cer \'\ $publisher \ c$\ Certs
Copy- Item \\ $cconsumer \ c$\ Certs \ IntranetSTSCert.cer \'\ $publisher \ c$\ Certs



Publisher Cert Import

We now want to import the two Intranet certificates on the Enterprise Farm and
establish a trust. We are required to use the Farm ID to set up our permissions. We will
rely on the text file we created a few steps back abitlis seamless.

#Run the following commands on the publisher farm to set up the trust
relationship with the consumer farm:

$trustCert = Get- PfxCertificate "C: \ certs \ IntranetRootCert.cer"

New SPTrustedRootAuthority Intranet - Certificate $trustCert

$stsCert = Get - PixCertificate "c: \certs \IntranetSTSCert.cer"

New SPTrustedServiceTokenlssuer Intranet - Certificate $stsCert

$farmlID = Get- Content  C:\ Certs \ IntranetConsumerFarmID.txt

$security = Get- SPTopologyServiceApplication | Get -
SPServiceApplicationSe curity

$claimProvider = (Get - SPClaimProvider System).ClaimProvider

$principal = New SPClaimsPrincipal - ClaimType
"http://schemas.microsoft.com/sharepoint/2009/08/claims/farmid" -
ClaimProvider $claimProvider - ClaimValue  $farmID

Grant - SPObjectSecurity - Ide ntity ~ $security - Principal $principal - Rights
"Full Control"

Get - SPTopologyServiceApplication | Set - SPServiceApplicationSecurity -

ObjectSecurity $security

Consumer Cert Import

We have one final step to wrap up concerning our certificates. On the Censume
Farm, we will need to execute the following script to import the
EnterpriseServicesRootCert.

#Finally, run these commands on the consumer farm to set up the trust
relationship with the publisher farm:

$trustCert = Get- PfxCertificate "C: \ Certs \ EnterpriseS ervicesRootCert.cer"
New SPTrustedRootAuthority EnterpriseServices - Certificate $trustCert

Publishing the Services

Our two farms have been created, the Root certificate from our Enterprise Farm
has been imported on our Consumer Farm, the Root and STieatet from our
Consumer Farm have been imported to our Enterprise Farm, and we have used the
Consumer Farm ID to establish a trust between the two farms. We agoimgmo
explore Central Administration and demonstrate how to publish our services.



Our next step is to review our Service Applications. In this list, we should find one
of the six services that we wish to share. Highlight the service and then click the
OPublishdé button in the Ribbon.

e )

: Manage Administrators Properties  Publish Permizsions

@

i

Dperations Sharing

Publish
Mame )
Make the selected Service

it o . Application available to other senver
Appliesin Dissovery et Lozs farms. Mot all Service Applications

Application Discovery and  SUpport this functionality. oY _
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Enterprise Farm Business Data Connechivity Service

Figure 3- Publishing Service Applications

We shouldnow see a dialog box that allows us to select how we wish to provide

our service. Change tl&nnection Typeto httpsand check th@ublish this Service
Application to other farms.



Publish Service Application

Madify the settings that are used to connect o this Service Application and make this Service Application available outside this Farm. Help
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Figure 4- Publish Service Application Settings

Take note of the Pulslher URL. There are a number of way we can use it; each
will be discusedwhen we configure the service from the Consumer Farm in the next
section.

urn:schemas - microsoft -
com:sharepoint:service:3884c36dcbaadd76a864cc829594ec48#aut
hority=urn:uuid:b71719e7a4b 448708535bfc8776e00c8&authority=
https://teched - services:32844/Topology/topology.svc

Consuming the Services

SharePoint offers us a couple of different paths to consumer services. We will first
highlight theConnectbutton in the Ribbon.



Site Actions + Browse Sepvice Spplications

Mew |Connect) Delete Manage &dministrators Properties  Publish Permissions

Create Dperations Sharing

Cantr Connect

Admi Connedt to Service Applications

published by other server farms.

You will need to request access to
Systen  those Service Applications from the  Lervice Application
. publishing server farm
Monito|  aministrator befare you can very and Load Balancer Service application Proxy_t
Backy] Connecttothem,

Applic. very and Load Balancer Service Application

nterprise Farm Business Data Connectivity Service

Securil (i) Press F2 for more help. nterprise Farm Managed Metadata Service
Upgrade and Migration

Cannection to: Enterprise Farm Secure Store Service

General Application

Figure 5- ConnectService Applications

When clicking the Connect button in the Ribbon, we are presented a Connect to a
Remote Service Application dialog box. For our first demonstration, we will grab the
complete urn from the previous section and paste it into the Text Bo

Connect to a Re

% Connect to a Remate Service Application Help

‘fou can connect ko Service Applications that have been shared by another Farm if you know either the address of the Farm's discovery service or the addr

Farm or Service Application address

708535bfce776e00c8®&authority=https:/fteched-services: 32844,/ Topology/topology .sveo

Example Url: "urn:schemas-microsoft-
com;:sharepaint: service: FFEFFFFFFFFFFFFFFFFFFFFFFFFFFFFF # authority=urn:uuid: ithority=https:/ fenterprisefarm, contos

‘fou need ko set up a trust relationship with another Farm before it can use the services published From that Farm., Click here to add a trust relationship with

Figure 6- Connect to a Remote Service Application

urn:schemas - microsoft -
com:sharepoint:service:3884c36dcbaa4d76a864cc829594ec48#aut
hority=urn:uuid:b71719e7a4b448708535bfc8776e00c8&authority=
https://teched - services:32844/Topology/topology.svc

We will then hit OK and we will be presented with a specific service. This is due
to the service being specifically identified.



Connect to

EE] connect to a Remote Service Application Help

The Following Service Applications are available at the address you specified, Choose the Service Application you want to connect ko:
Mame Connection Type Description Information URL
Enterprise Farm Managed Metadata Service MetadatawebServiceApplicationProxy

¥ add this service application's proxy to the Farm's default prosoy lisk

The setting makes this service application available by default For web applications in this Farm ko use, Do not check this setting if yau wish to manually
specify which web applications should use this service application.

Figure 7- Connect to a Single Service

We also have the opportunity to see all of the services that have been published by
simply wing the https address.

https://teched - services:32844/Topology/topology.svc

Connect ko a Remote Service Application Help

You can conneck o Service Applications that have been shared by another Farm iF wou know either the address of the Farm's discovery service or the addr

Farm or Service Application address

|https 1/fteched-services: 32844/ Topology/topalogy .svd

Example Url: "urn:schemas-microsoft-
com: sharepoint: service: FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF 4 authoriby=urn uuid: stharity=https:/fenterprisefarm, conto;

Wiou need bo set up 3 brust relationship with another Farm before it can use the services published From that Farm, Click here ko add a trust relationship witt

Figure 8- Connect Using HTTPS Path

Thiswill help confirm thatyour certificates are set up correcte will visit this
again in our Troubleshooting section.

Connect

% Conneck ta a Remate Service Application Help

The following Service Applications are available at the address you specified. Choose the Service Application you want to connect to:

Mame Connection Type Description  Information URL
Enterprise Farm Secure Store Service SecuresStoreServiceApplicationProxy

Enterprise Farm Managed Metadata Service MetadatawebService ApplicationProxy

Enterprise Farm Business Data Connectivity Service BdcServiceApplicationProxy

¥ add this service application's prosy to the Farm's deFaulk proxy list

The setting makes this service application available by defaulk for web applications in this Farm to use, Do not check this setting iF you wish to manually
specify which web applications should use this service application.

Figure 9- Multiple Services

Finaly, we can specify the type of connection we want to establish. This is useful
if the publisher has several Service Applications of the same typed being shared and we
only wish to review those.



E@A =

Mewy Connect) Delete Manage Administrators Prop

- -

Cre 3}. Access Services Proxy
Centr 3}. Business Data Connectivity Service
Admin 3}. Excel Services Application Prosxy
applic: 3}. Lotus Motes Connector Prosy ar
Svysten !}. Managed Metadata Service Connection &

B

Figure 10- Explicit Connection

It is important to note herthat we are using only the https path
https://teched - services:32844/Topology/topology.svc

Help

‘¥ou can conneck o Service Applications that have been shared by another Farm if vou know either the address of the Farm's discovery service or the addr

Farm ot Service Application address

|https://techedfservices:32844/T0p0|0§\‘/t0po|ng\r.svd
Example Url: "urn:schemas-microsoft-
con:sharepaint: service: FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF# authority=urn:uuid: ithority=https: //enterprisefarm, conto:

¥ou need to set up & trust relationship with another Farm befiore it can use the services published from that Farm, Click here to add a trust relationship with

Figure 11- ConnectExplicit

The final result is that we only see Services Applications of the originally
specified type, as indicated below.

% Connect to a Remate Service Application Help

The following Service Applications are available at the address you specified, Choose the Service Application you want to connect ta:

Marme Connection Type Description Infarmation URL
Enterprise Farm Managed Metadata Service MetadatawebZervice ApplicationProxy

¥ Add this service application's procey ko the Farm's defaulk proey list

The setting makes this service application available by default for web applications in this Farm to use, Do not check this setting if you wish to manually
specify which web applications should use this service application,

Figure 12- Add Explicit Connection



Troubleshoot the Federated Service
Solution

There are a number of things that may impact our federated seNaesking
into account networking, firewalls and infrastructure impediments there are several things
to consider for Fedated servicedf the server farms are located in different domains,
the User Profile service application requires both domains to trust one another. For the
Business Data Connectivity and Secure Store service application administration features
to work from the consuming farm, the domain of the publishing farm must trust the
domain of the consuming farm. Other crdaam service applications work without a
trust requirement between domains.

Besides checking the domain trusts, we will also need to véefyailowing:
Ensure Domain Trust

Consumer has permission to Topology Service

Check the ACL

FQDN

Certificates

Our demonstration has purposely left out configuring permissions to the actual
farm so that we can highlight a common issue we may see. Trydesacne of the
services from the Consumer Farm.

w@ The website declined to show this webpage

Most likely causes:
o This website requires you to log in

What you can try:
® Go back to the previous page.

© More information

boe [ [T [V vudshsrossanmor [T [®uoe -,

Figure 13- Troubleshooting



Notice that t he error we see i s AThe we

can correct this issue by visiting our Enterprise Farm and allowing the Consumer Farm to
use a pdicular service.

I hktp:ffteched-services: 2010/ _admin/Servicedpplications, aspe

5 @ | Suggested Sites @ | Weh Slice Gallery =

ervice Applications

Service Applications

i

4 X 8 £ 9 @

inect  Delete Manage Administrators Properties  Publizh Permizsions

-

Operations Sharing

Access Permissions

i Mare
ation Change permissions on which
i Managsment  application Discavery and Load Balangy  25C0UNES can access the selected

Service Application,
itings

Application Discovery and Load B 171
bfeG776e00cE @ Press F2 for more help.

d Rectore Enterprise Farm Business Data Connectivity Service
Enterprise Farm Business Data Connectivity Service

nd Migration Enterprise Farm Managed Metadata Service

Anlicatinn Enterprise Farm Managed Metadata Service Proxy

Figure 14- Permissions

To configure the Consumer Farm permissions, highlight the service application
that you wish to configure and cli¢ékermissions We will then get the Farm ID of our
Consumer Farm. If you recall from our PowerSleathmples discussed earlier, we
created a text file that had the Consumer Farm ID and we transferred it to the Publishing
Farm. We can locate this file ateerts. Paste the Farm ID into the Text Box and click
Add. Then check the appropriate permissions.



x

Connection Permissions for Enterprize Farm Managed Metad... m)

Specify the accounts ar other prinicipals that have access to invoke
this service application.

To add a claim, type or select it below and click ‘add',

Add

8, Gl

Local Farm Erowse
1e707eab-19c0-4562-9164-39302f1 2380 (/sharepoint/Z0049 Ui clain

J

To remove a claim, select it above and click 'Remove’, Rermuove

Perrissions for 1e707eab-19c0-4582-9164-839302ff12380
(/eharepoint/Z2009/08 claimsAarmid):

Read Access ko Term Store v -
Read and Restricked Wrike Access bo Term Shore v
Full Access ko Term Store iV

Figure 15 Add Farm ID
We are now ready to test our service.

Test the Federated Service Solution

From the Consumer Farm, we are now able to interact with services. An example
of what you should see for the Managed Metadata Service is shown below.



Figure 16- Managed Metadata
The Term Store Management tool should appear as follows.

Figure 17- Terms Store Management



